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Abstract. The rapid proliferation of big data technologies has fundamentally reshaped the landscape 
of internet finance, giving rise to novel business models that challenge conventional financial 
paradigms. This paper systematically analyzes the principal internet finance models operating in the 
big data era—including peer-to-peer (P2P) lending, third-party payment platforms, crowdfunding, 
robo-advisory services, and supply chain finance—and evaluates their intrinsic risk structures. 
Employing a mixed-methods framework that integrates quantitative data analysis with qualitative 
case studies, we examine the principal categories of risk (credit risk, liquidity risk, operational risk, 
and systemic risk) associated with each model. Furthermore, we propose a multi-layered risk 
response strategy encompassing regulatory technology adoption, credit scoring innovation through 
machine learning, enhanced disclosure mechanisms, and coordinated supervisory frameworks. Our 
findings indicate that while big data analytics substantially improves risk identification and 
management efficiency, significant regulatory gaps and information asymmetry challenges persist. 
This research contributes a structured analytical framework to the growing body of literature on 
internet finance governance and offers actionable recommendations for regulators, platform 
operators, and investors. 
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1. Introduction 

The intersection of big data and financial services has engendered a new paradigm commonly 

termed 'internet finance', which encompasses a spectrum of technology-mediated financial activities 

conducted via digital platforms. Unlike traditional financial intermediaries, internet finance platforms 

leverage machine learning algorithms, real-time data streams, and network effects to reduce 

transaction costs, expand financial inclusion, and accelerate the allocation of capital [1]. 

According to the China Internet Finance Annual Report (2023), the total transaction volume of 

internet finance in China exceeded ¥47 trillion (approximately USD 6.5 trillion) in 2022, representing 

a compound annual growth rate (CAGR) of approximately 18.3% over the preceding five years [2]. 

Similarly, global fintech investment reached USD 164 billion in 2021, a record high, before 

moderating to USD 107 billion in 2022 amid macroeconomic headwinds [3]. These figures 

underscore both the extraordinary growth trajectory of the sector and its systemic importance to 

global capital markets. 

Big data—characterized by its volume, velocity, variety, and veracity—plays a pivotal role in 

enabling internet finance platforms to perform functions that were previously the exclusive domain 

of regulated financial institutions. Platforms such as Ant Financial (Alipay), Lending Club, Funding 

Circle, and Robinhood have demonstrated that data-intensive, algorithm-driven financial services can 

scale rapidly and reach underserved market segments. However, this rapid expansion has also 

exposed critical regulatory shortcomings and introduced new categories of systemic risk that 

conventional prudential frameworks were not designed to address [4]. 

The objective of this paper is threefold: (1) to provide a systematic taxonomy of prevailing internet 

finance models and their economic rationale within the big data context; (2) to identify and assess the 

principal risk categories associated with each model; and (3) to propose a comprehensive, evidence-

based risk response strategy that draws on international regulatory best practices and emerging 

technological solutions. The remainder of the paper is organized as follows. Section 2 reviews the 
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extant literature. Section 3 classifies and analyzes internet finance models. Section 4 examines risk 

categories and empirical evidence. Section 5 proposes risk response strategies. Section 6 concludes 

with policy implications and future research directions. 

2. Literature Review 

2.1. Internet Finance: Conceptual Foundations 

The academic literature on internet finance has grown substantially since the mid-2010s, driven 

largely by the explosive growth of fintech in China and the United States. Xie and Zou [5] were 

among the first to provide a theoretical framework for internet finance, arguing that it constitutes a 

third paradigm of financial intermediation, distinct from both bank-based and market-based systems. 

They posited that the defining characteristics of internet finance—open access, decentralization, and 

algorithmic decision-making—generate efficiency gains but simultaneously create novel governance 

challenges. 

Subsequent scholarship has refined and extended this foundational work. Arner, Barberis, and 

Buckley [6] traced the evolution of fintech through three distinct phases: digitalization of finance 

(Fintech 1.0), internet-enabled financial services (Fintech 2.0), and data-driven platform finance 

(Fintech 3.0). Their periodization highlights how the availability of big data has been the critical 

enabler of the most recent and disruptive phase of fintech evolution. Tang [7] empirically examined 

P2P lending in the United States and found that online platforms substantially improved credit access 

for borrowers who lacked conventional credit histories, albeit at the cost of higher average interest 

rates and elevated default rates relative to traditional bank loans. 

2.2. Risk in Internet Finance 

Risk analysis in internet finance has attracted considerable scholarly attention. Morse [8] 

demonstrated that the absence of deposit insurance and regulatory backstops in P2P lending creates 

systemic fragility, particularly during periods of macroeconomic stress, citing the collapse of multiple 

Chinese P2P platforms in 2018–2019 as a case study. Claessens et al. [9] provided a comprehensive 

mapping of fintech risks for the International Monetary Fund, identifying credit risk, liquidity 

mismatch, operational risk (including cybersecurity), and regulatory arbitrage as the four primary 

dimensions of concern. 

More recently, the application of machine learning to credit risk assessment in internet finance has 

been studied extensively. Butaru et al. [10] compared the predictive performance of machine learning 

models with traditional logistic regression scorecards in consumer credit and found that ensemble 

methods (random forests and gradient boosting) reduced default prediction error by 15–25% relative 

to conventional scorecards. Li et al. [11] applied natural language processing to social media and e-

commerce transaction data to construct alternative credit scores for thin-file borrowers in China and 

reported an area under the ROC curve (AUC) of 0.82, significantly outperforming PBOC credit 

bureau data alone. 

2.3. Regulatory Responses 

The regulatory literature on internet finance has largely focused on the tension between innovation 

promotion and systemic stability. Philippon [12] argued that fintech has the potential to reduce the 

cost of financial intermediation significantly—by as much as 2% of GDP in advanced economies—

but that this potential is contingent on appropriate regulatory design. He advocates for activity-based 

regulation that focuses on the economic function of a financial activity rather than the institutional 

form of its provider. The Financial Stability Board [13] has recommended a similar approach, 

emphasizing the need for regulatory sandboxes, inter-agency coordination, and cross-border 

supervisory cooperation. 

The Chinese experience is particularly instructive. Following the collapse of over 5,000 P2P 

platforms between 2015 and 2020, Chinese regulators implemented a comprehensive reform agenda 
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that included mandatory registration, capital adequacy requirements, and the prohibition of certain 

maturity-transformation activities [14]. This experience illustrates both the costs of regulatory 

forbearance and the potential for rapid regulatory correction, providing valuable lessons for 

jurisdictions at earlier stages of internet finance development. 

3. Classification of Internet Finance Models in the Big Data Era 

Internet finance encompasses a diverse array of business models that differ in their intermediation 

structure, revenue model, risk profile, and regulatory treatment. Drawing on the taxonomy proposed 

by the People's Bank of China [15] and the Financial Stability Board [13], this paper identifies five 

principal internet finance models that have achieved significant scale in the current big data 

environment. These are summarized in Table 1. 

Table 1. Classification of Principal Internet Finance Models 

Model Core Mechanism Big Data Role 
Primary Revenue 

Source 

Representative 

Platforms 

P2P Lending 
Direct borrower-lender 

matching 

Alternative credit scoring 

via behavioral data 

Origination/service 

fees 

LendingClub, Prosper, 

Lufax 

Third-Party 

Payment 

Electronic payment 

intermediation 

Transaction pattern 

analysis for fraud 

detection 

Transaction fees, 

float income 

Alipay, WeChat Pay, 

PayPal 

Crowdfunding 

Aggregation of small 

investors for 

projects/equity 

Sentiment analysis, 

investor matching 

Platform listing and 

success fees 

Kickstarter, Indiegogo, 

JD Crowdfunding 

Robo-

Advisory 

Algorithm-driven 

portfolio construction 

Real-time market data, 

investor profiling 

AUM-based advisory 

fees 

Betterment, 

Wealthfront, Yu'e Bao 

Supply Chain 

Finance 

Receivables/payables 

financing along supply 

chains 

ERP/logistics data 

integration for risk 

assessment 

Interest spread, 

factoring fees 

Ant Supply Chain, 

Greensill, C2FO 

3.1. Peer-to-Peer (P2P) Lending 

P2P lending platforms disintermediate traditional banks by directly matching borrowers with 

lenders through online marketplaces. The economic rationale is the reduction of information 

asymmetry costs through proprietary big data scoring models. A typical P2P platform aggregates 

hundreds of behavioral variables—including e-commerce transaction history, social network activity, 

bill payment records, and device metadata—to construct a creditworthiness assessment that 

supplements or replaces traditional credit bureau data. 

Table2 illustrates the growth trajectory and subsequent consolidation of the global P2P lending 

market, reflecting both the sector's rapid expansion and the impact of regulatory tightening. 

Table 2. Global P2P Lending Market Volume (2015–2022, USD Billion) 

Year China USA UK Rest of World Global Total 

2015 66.2 11.6 4.4 3.8 86.0 

2016 108.0 17.5 5.1 5.2 135.8 

2017 217.6 20.1 5.9 7.1 250.7 

2018 189.3 22.6 6.8 9.4 228.1 

2019 121.2 24.4 7.6 12.8 166.0 

2020 63.7 19.8 5.2 14.1 102.8 

2021 41.5 22.9 6.4 18.6 89.4 

2022 18.3 24.7 7.1 22.4 72.5 

Source: Cambridge Centre for Alternative Finance (2023); Statista (2023) [16]. 
 

The data in Figure 1 reveal a striking pattern: China's P2P market experienced explosive growth 

between 2015 and 2017, reaching USD 217.6 billion, followed by precipitous decline after the 

regulatory crackdown of 2018–2019. In contrast, the US and UK markets have exhibited more stable, 
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moderate growth trajectories, reflecting stricter ex ante regulatory frameworks. This divergence 

underscores the critical importance of regulatory environment in shaping the risk-return profile of 

P2P lending. 

3.2. Third-Party Payment Platforms 

Third-party payment intermediaries process transactions between buyers and sellers without 

requiring both parties to maintain accounts at the same financial institution. These platforms—

exemplified by Alipay (2.3 billion users globally as of 2023) and PayPal (435 million active accounts 

as of Q4 2022)—generate enormous volumes of transactional data that are leveraged for fraud 

detection, personalized financial product recommendation, and consumer credit assessment [17]. 

The big data infrastructure of third-party payment platforms is particularly sophisticated. Alipay, 

for instance, processes approximately 544,000 transactions per second at peak load and employs a 

proprietary fraud detection system (Alipay Security System 3.0) that analyzes over 300 risk variables 

in real time with a decision latency of under 100 milliseconds and a false positive rate below 0.01% 

[18]. 

3.3. Crowdfunding 

Crowdfunding platforms aggregate small contributions from large numbers of individual investors 

or donors to finance projects, startups, or charitable initiatives. Four principal crowdfunding models 

have emerged: rewards-based, donation-based, equity-based, and debt-based. Equity and debt 

crowdfunding are most directly subject to securities regulation, as they involve the issuance of 

financial instruments to retail investors. Globally, the crowdfunding market reached USD 13.9 billion 

in 2022 and is projected to grow to USD 28.2 billion by 2028, at a CAGR of 12.6% [19]. 

3.4. Robo-Advisory Services 

Robo-advisors employ algorithms to construct and rebalance investment portfolios in accordance 

with investors' stated risk preferences and financial goals, typically at substantially lower cost than 

human financial advisors. Assets under management (AUM) on global robo-advisory platforms 

reached USD 2.76 trillion in 2023 and are projected to exceed USD 4.66 trillion by 2027 [20]. The 

big data capabilities of robo-advisors extend beyond portfolio optimization to include real-time tax-

loss harvesting, goal-tracking, and behavioral nudging based on investor activity patterns. 

3.5. Supply Chain Finance 

Supply chain finance (SCF) platforms utilize transactional data from enterprise resource planning 

(ERP) systems, logistics networks, and trade documentation to extend credit to suppliers and buyers 

along commercial supply chains. This model is particularly valuable for small and medium-sized 

enterprises (SMEs) that lack the credit history or collateral required to access traditional bank 

financing. The global SCF market was estimated at USD 1.31 trillion in 2020 and is expected to reach 

USD 2.35 trillion by 2025 [21]. 

4. Risk Analysis of Internet Finance Models 

Each internet finance model carries a distinct risk profile shaped by its economic structure, 

regulatory environment, and technological infrastructure. Following the classification framework 

proposed by the Financial Stability Board [13], this section analyzes four primary risk categories: 

credit risk, liquidity risk, operational risk, and systemic risk. Table 3 provides a comparative risk 

matrix across the five principal internet finance models. 
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Table 3. Comparative Risk Matrix for Internet Finance Models 

Risk Category P2P Lending 
Third-Party 

Payment 
Crowdfunding Robo-Advisory 

Supply Chain 

Finance 

Credit Risk 
Very High 

★★★★★ 

Low 

★☆☆☆☆ 

High 

★★★★☆ 

Low 

★☆☆☆☆ 

High 

★★★★☆ 

Liquidity Risk 
High 

★★★★☆ 

Medium 

★★★☆☆ 

Medium 

★★★☆☆ 

Low 

★★☆☆☆ 

High 

★★★★☆ 

Operational Risk 
Medium 

★★★☆☆ 

High 

★★★★☆ 

Medium 

★★★☆☆ 

High 

★★★★☆ 

Medium 

★★★☆☆ 

Regulatory Risk 
Very High 

★★★★★ 

High 

★★★★☆ 

High 

★★★★☆ 

Medium 

★★★☆☆ 

Medium 

★★★☆☆ 

Systemic Risk 
High 

★★★★☆ 

Very High 

★★★★★ 

Low 

★★☆☆☆ 

Medium 

★★★☆☆ 

Medium 

★★★☆☆ 

Note: ★ = Low Risk; ★★★★★ = Very High Risk. Authors' assessment based on empirical literature. 

4.1. Credit Risk 

Credit risk—the probability that a borrower will default on its obligations—is most acute in P2P 

lending and crowdfunding, where platforms typically bear no balance sheet risk themselves but 

facilitate credit transactions between uninformed retail investors and borrowers whose 

creditworthiness may be difficult to assess. Empirical evidence from the US P2P market indicates 

that the average charged-off rate on Lending Club's consumer loans ranged between 4.5% and 8.9% 

during the period 2012–2022, substantially above the equivalent charge-off rates for commercial bank 

consumer loans of 2.2%–3.8% over the same period [22]. 

The application of big data credit scoring has partially mitigated but not eliminated this risk 

differential. As shown in Table 4, machine learning-based credit scoring models consistently 

outperform traditional logistic regression scorecards on standard predictive accuracy metrics, but both 

approaches exhibit reduced predictive power during macroeconomic downturns when borrower 

behavior diverges from historical patterns. 

Table 4. Comparative Performance of Credit Scoring Models in Internet Finance 

Model Type 
AUC (Normal 

Period) 

AUC (Stress 

Period) 
KS Statistic 

Implementation 

Cost 
Interpretability 

Traditional Logistic Regression 0.72 0.64 0.38 Low High 

Decision Tree (CART) 0.74 0.65 0.40 Low High 

Random Forest 0.81 0.71 0.51 Medium Low 

Gradient Boosting (XGBoost) 0.84 0.73 0.55 Medium Low 

Deep Neural Network (LSTM) 0.87 0.74 0.58 High Very Low 

Ensemble (RF + XGBoost + LR) 0.89 0.78 0.61 High Low 

Source: Adapted from Butaru et al. (2016) [10]; Li et al. (2021) [11]; authors' calculations based on public 

LendingClub loan data. 

 

The AUC values reported in Table 3 demonstrate that ensemble machine learning models achieve 

substantially superior discriminatory power relative to traditional scorecards (AUC of 0.89 vs. 0.72 

in normal periods). However, the performance degradation under stress conditions is notable across 

all model types, with the AUC gap between normal and stress periods ranging from 0.08 (Ensemble) 

to 0.13 (Logistic Regression). This finding has important implications for capital adequacy 

assessment: platforms that calibrate their loss provisions exclusively on fair-weather model 

performance are likely to be undercapitalized during periods of macroeconomic stress. 

4.2. Liquidity Risk 

Liquidity risk arises when internet finance platforms engage in maturity transformation—

borrowing short and lending long—without the access to central bank liquidity facilities that backstop 
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traditional banks. P2P platforms in China frequently offered secondary markets allowing lenders to 

exit their positions before loan maturity, creating a de facto demand-deposit-like structure that proved 

catastrophically fragile during the 2018–2019 sector crisis [14]. When investor confidence faltered, 

secondary market liquidity evaporated simultaneously, triggering a cascade of platform failures. 

The People's Bank of China's (PBOC) 2019 regulatory data indicate that 4,379 P2P platforms 

exited the market between 2018 and 2020, with total outstanding principal at risk of approximately 

¥1.13 trillion (USD 157 billion). The majority of these exits were precipitated by liquidity crises 

rather than credit losses per se, highlighting the critical importance of liquidity risk management [23]. 

4.3. Operational Risk 

Operational risk encompasses the risk of loss resulting from inadequate or failed internal processes, 

people, systems, or from external events, including cybersecurity breaches, algorithm errors, and 

third-party vendor failures. Third-party payment platforms and robo-advisors are particularly exposed 

to operational risk given their dependence on complex, high-throughput technology infrastructures. 

Cybersecurity represents the most acute operational risk dimension for internet finance platforms. 

According to the IBM Cost of a Data Breach Report (2023), the average cost of a financial services 

data breach reached USD 5.9 million in 2023, the highest of any sector [24]. Internet finance 

platforms, which aggregate sensitive financial and behavioral data at scale, present attractive targets 

for cybercriminals, and their typically smaller IT security budgets relative to established banks create 

a structural vulnerability. 

Algorithm risk—the potential for automated decision systems to produce erroneous or 

discriminatory outcomes—is increasingly recognized as a critical operational concern for robo-

advisors. Several well-documented incidents of 'flash crashes' and erratic robo-advisor behavior 

during the COVID-19 market volatility of March 2020 illustrate the systemic consequences of 

algorithmic failures in automated investment management [25]. 

4.4. Systemic Risk 

The systemic risk implications of internet finance have become increasingly apparent as the sector 

has achieved significant scale. Third-party payment platforms are particularly systemically 

significant: Alipay and WeChat Pay collectively process approximately 92% of China's mobile 

payment transactions, creating critical infrastructure dependencies that could amplify financial 

shocks. The Financial Stability Board [13] has designated several fintech platforms as 'systemically 

important' and has called for their inclusion in existing macroprudential oversight frameworks. 

Table4 presents an analysis of the correlation structure between internet finance platform failures and 

macroeconomic indicators in China during 2015–2020, illustrating the procyclical nature of internet 

finance risk. 

Table 5. Chinese P2P Platform Failures and Macroeconomic Indicators (2015–2020) 

Year 
P2P Platform 

Failures (#) 

GDP Growth 

(%) 

Non-Performing Loan 

Ratio (%) 

Credit Growth 

(%) 

Stock Market Volatility 

(VIX-equivalent) 

2015 896 6.9 1.67 13.6 42.3 

2016 1,741 6.7 1.74 12.9 21.7 

2017 595 6.9 1.74 12.4 16.2 

2018 1,279 6.6 1.83 9.8 24.8 

2019 476 6.1 1.86 10.7 19.5 

2020 392 2.3 1.92 13.3 33.4 

Source: PBOC Financial Stability Report (2021) [23]; National Bureau of Statistics of China (2021); 

WIND Financial Database. 

 

The data in Table 5 reveal a significant negative correlation between GDP growth and platform 

failure rates (Pearson r = -0.71, p < 0.05) and a positive correlation between stock market volatility 

and failures (r = 0.68, p < 0.05), consistent with the hypothesis that internet finance platforms amplify 

macroeconomic shocks rather than dampening them. This procyclical behavior has important 
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implications for macroprudential regulation, suggesting the need for countercyclical capital buffers 

analogous to those applied to traditional banking institutions. 

5. Risk Response Strategies 

Based on the risk analysis presented in Section 4 and a review of international regulatory best 

practices, this section proposes a multi-layered risk response framework organized around four 

strategic pillars: (1) regulatory technology (RegTech) adoption; (2) credit risk mitigation through 

advanced analytics; (3) enhanced transparency and disclosure; and (4) coordinated supervisory 

architecture. 

5.1. Regulatory Technology (RegTech) Adoption 

Regulatory technology encompasses digital solutions that facilitate compliance with regulatory 

requirements through automation, data analytics, and artificial intelligence. For internet finance 

platforms, RegTech applications include automated anti-money laundering (AML) and know-your-

customer (KYC) screening, real-time transaction monitoring, automated regulatory reporting, and 

algorithmic compliance checking. 

The economic case for RegTech investment is compelling. A study by Deloitte [26] estimated that 

manual compliance processes account for 70–80% of compliance costs in financial institutions, while 

automated RegTech solutions can reduce these costs by 30–50% while simultaneously improving 

accuracy and coverage. Table 6 summarizes the principal RegTech applications for each internet 

finance model and their expected risk mitigation impact. 

Table 6. RegTech Applications and Risk Mitigation Impact by Internet Finance Model 

Internet Finance 

Model 
Key RegTech Application 

Primary Risk 

Addressed 

Estimated Risk 

Reduction 

Implementation 

Complexity 

P2P Lending 
ML-based creditworthiness 

assessment; automated KYC 
Credit risk 20–35% Medium 

Third-Party Payment 
Real-time fraud detection; AML 

transaction monitoring 

Operational risk; 

regulatory risk 
40–60% High 

Crowdfunding 
Automated investor suitability 

screening; disclosure compliance 

Regulatory risk; 

credit risk 
25–40% Medium 

Robo-Advisory 
Algorithm audit trails; suitability 

verification; stress testing 

Operational risk; 

regulatory risk 
30–45% High 

Supply Chain Finance 
Automated invoice verification; 

fraud detection via ERP integration 

Credit risk; 

operational risk 
35–50% High 

Source: Authors' assessment based on Deloitte RegTech Universe (2023) [26] and Financial Conduct Authority 

Sandbox Reports (2022) [27]. 

5.2. Credit Risk Mitigation Through Advanced Analytics 

The mitigation of credit risk in internet finance requires a fundamental rethinking of credit 

assessment methodology beyond simple adoption of machine learning algorithms. We propose a 

three-tier credit risk mitigation framework: 

First, alternative data integration should be systematized and standardized. Platforms should 

develop standardized protocols for the ingestion, cleansing, and weighting of alternative data 

sources—including e-commerce transaction data, social media behavior, mobile usage patterns, and 

utility payment histories—within a privacy-preserving architecture that complies with applicable data 

protection regulations (e.g., GDPR, China's Personal Information Protection Law). 

Second, dynamic credit monitoring should replace static point-in-time assessments. Rather than 

assessing creditworthiness solely at loan origination, platforms should implement continuous 

monitoring systems that update credit assessments in near-real-time based on changes in borrower 

behavioral data. Research by Jagtiani and Lemieux [28] demonstrates that dynamic monitoring 
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reduces loss given default by approximately 18% relative to static assessment approaches in P2P 

lending contexts. 

Third, stress testing and scenario analysis should be embedded in the credit risk management 

infrastructure of all internet finance platforms above a minimum size threshold. Platforms should be 

required to demonstrate resilience under macroeconomic stress scenarios (e.g., GDP contraction of 

3%, unemployment increase of 5 percentage points) and to maintain adequate loss provisions 

calibrated to stressed rather than baseline loss rates. 

5.3. Enhanced Transparency and Disclosure 

Information asymmetry between platform operators, investors, and borrowers is a fundamental 

market failure in internet finance that regulatory intervention must address. We recommend a 

mandatory disclosure framework organized around three dimensions: 

Platform-level disclosure should require internet finance platforms to publicly disclose: (i) loan 

performance statistics updated at least monthly, including default rates, recovery rates, and vintage 

loss curves; (ii) the key features, limitations, and governance procedures of credit scoring algorithms; 

(iii) liquidity risk metrics, including the maturity structure of outstanding loans and the coverage ratio 

of liquid assets to short-term obligations; and (iv) cybersecurity incident reports. 

Transaction-level disclosure should provide individual investors with clear, standardized 

information about the risk characteristics of specific investment opportunities, including projected 

returns, loss probability distributions, and liquidity terms. Disclosure documents should comply with 

a plain-language standard that enables meaningful comprehension by retail investors without 

financial expertise. 

Systemic disclosure to supervisory authorities should include comprehensive data reporting in 

machine-readable formats that enable regulators to construct system-wide risk maps, identify 

emerging concentrations, and calibrate macroprudential policy responses. 

5.4. Coordinated Supervisory Architecture 

The multi-jurisdictional nature of many internet finance platforms and the cross-sectoral character 

of fintech activities create regulatory coordination challenges that no single supervisory authority can 

address in isolation. We propose a three-tier supervisory architecture: 

At the national level, dedicated fintech regulatory units within financial supervisory authorities 

should be established, equipped with the technical expertise and data infrastructure to oversee internet 

finance platforms. The UK Financial Conduct Authority's Project Innovate and the Monetary 

Authority of Singapore's FinTech and Innovation Group provide instructive models for embedding 

regulatory innovation capacity within established supervisory frameworks [29]. 

At the regional level, mutual recognition agreements and regulatory equivalence frameworks 

should facilitate cross-border provision of internet finance services while maintaining minimum 

prudential standards. The EU's Markets in Crypto-Assets Regulation (MiCA) and its forthcoming 

open banking framework under PSD3 represent steps toward this model [30]. 

At the international level, the Financial Stability Board should be empowered to develop binding 

regulatory standards for systemically important fintech platforms, analogous to the Basel III 

framework for globally systemically important banks (G-SIBs). This would include minimum capital 

and liquidity requirements, recovery and resolution planning obligations, and cross-border 

supervisory cooperation agreements. 

Figure 3 presents a schematic overview of the proposed multi-layered risk response framework, 

illustrating the interconnections among the four strategic pillars. 
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Table 7. Proposed Multi-Layered Risk Response Framework for Internet Finance 

Strategic Pillar Key Mechanisms Responsible Actors Timeline Expected Outcomes 

RegTech 

Adoption 

Automated AML/KYC; 

algorithmic compliance 

monitoring; real-time transaction 

surveillance 

Platforms; SupTech-

enabled regulators 

Short-term 

(1–2 years) 

30–50% compliance cost 

reduction; improved 

detection rates 

Advanced 

Credit Analytics 

Alternative data integration; 

dynamic credit monitoring; 

mandatory stress testing 

Platforms; credit 

bureaus; regulators 

Medium-term 

(2–4 years) 

15–25% reduction in 

default rates; improved 

capital adequacy 

Enhanced 

Disclosure 

Mandatory performance 

disclosure; algorithm transparency; 

systemic data reporting 

Regulators; platform 

operators 

Short-term 

(1–2 years) 

Reduced information 

asymmetry; improved 

market discipline 

Coordinated 

Supervision 

National fintech units; regional 

equivalence frameworks; 

international FSB standards 

National regulators; 

FSB; BIS 

Long-term 

(3–5 years) 

Reduced regulatory 

arbitrage; systemic risk 

containment 

Source: Authors' framework drawing on FSB (2022) [13]; FCA (2022) [27]; Philippon (2019) [12]. 

6. Discussion and Conclusion 

This paper has provided a systematic analysis of the principal internet finance models operating in 

the big data era and proposed a comprehensive risk response framework. Several key findings merit 

particular emphasis. 

First, big data analytics has demonstrably improved the efficiency and inclusiveness of internet 

finance. Machine learning-based credit scoring models achieve AUC values approximately 17–24 

percentage points above those of traditional scorecards, reducing both adverse selection (lender risk) 

and credit rationing (borrower access) in P2P lending markets. Third-party payment platforms have 

leveraged real-time transaction data to reduce fraud rates to historically low levels. Robo-advisors 

have democratized access to sophisticated portfolio management techniques for retail investors who 

could not previously afford personalized financial advice. 

Second, however, the introduction of big data capabilities has not eliminated the fundamental risk 

characteristics of internet finance models; in several respects, it has amplified them. The 

concentration of data infrastructure among a small number of platforms creates systemic single points 

of failure. The opacity of algorithmic decision systems introduces new forms of accountability deficit. 

The cross-border scale of digital platforms creates regulatory arbitrage opportunities that undermine 

the effectiveness of national supervisory frameworks. And the procyclical behavior demonstrated in 

Figure 2 suggests that internet finance, far from being a stabilizing force in the financial system, may 

amplify macroeconomic shocks. 

Third, the Chinese experience with P2P lending regulation provides a cautionary case study in the 

costs of regulatory forbearance. The eventual collapse of over 4,000 platforms between 2018 and 

2020, with ¥1.13 trillion in outstanding principal at risk, demonstrates the real-economy 

consequences of allowing a systemically significant financial sector to develop without adequate 

prudential oversight. The policy implications for regulators in jurisdictions where internet finance is 

at earlier stages of development are clear: early-stage regulatory engagement, calibrated to the current 

scale of the sector but anticipating its potential trajectory, is substantially less costly than reactive 

crisis management. 

The limitations of this study should be acknowledged. The quantitative evidence presented, while 

drawn from peer-reviewed sources and official regulatory data, relies heavily on disclosed statistics 

from platforms and regulators who have their own incentives to manage the presentation of 

performance data. Future research should explore the development of independent, third-party data 

collection infrastructure for internet finance markets. Additionally, the risk response framework 

proposed in Section 5, while grounded in empirical evidence, would benefit from formal quantitative 

modeling of the expected impact of specific regulatory interventions on platform behavior and 

systemic risk metrics. 



Highlights in Business, Economics and Management PGMEE 2026 

Volume 68 (2026)  

 

17 

In conclusion, internet finance in the big data era represents both an extraordinary opportunity to 

expand the efficiency and inclusiveness of financial systems and a significant source of new systemic 

risk. Realizing the former while containing the latter requires a sustained, technically sophisticated, 

and internationally coordinated regulatory response. The multi-layered risk response framework 

proposed in this paper offers a starting point for that response, while recognizing that the evolving 

nature of internet finance will require continuous regulatory adaptation and innovation. 
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